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OpenAl and Microsoft

@openAI + §F Microsoft

"We formed our partnership with OpenAl around a shared ambition to responsibly advance cutting-edge Al
research and democratize Al as a new technology platform,” said Satya Nadella, Chairman and CEO, Microsoft.
“In this next phase of our partnership, developers and organizations across industries will have access to the
best Al infrastructure, models, and toolchain with Azure to build and run their applications.”

§ o e

Supercomputing New Al Provision of
at scale experiences cloud services




What can these
new Al services do?

@

Natural language chatbots: everything from
customer service to personalized tutoring to
training for suicide prevention counselors.

Advanced search capabilities: searching
not just for links, but for answers.

Generate text: emails, draft legislation,
contracts, screenplays.

Real time translation, transcription, analysis,
and summaries of content (audio, video, text).

Image recognition and generation.

Societal Benefits of Generative Al

{0k
Increased
productivity

Wiy

Natural language
conversations

®

Better healthcare

e
Energy and environmental
advances

@

Universal translation




. .ﬂf'
The tech behind GPT
and why it matters

-‘ ! .

Considerations for
Generative Al

Can hallucinate (make up information) if not properly
managed and operated

May reflect bias found in data if not adequately mitigated

Will always try to help (respond) which can lead to
misleading guidance

Is unpredictable, the response you get cannot be
determined




Microsoft 365 Apps
il &S
& 94

Microsoft 365 Copilot

Large Language
Model

S . ©

User prompt

Grounding

Microsoft Graph

-Your data-

emails, files, meetings, chats,
calendars,and contacts




Microsoft 365 Apps

B D
. 6 :
6 o3 Microsoft 365 Copilot

Large Language
\ P Modfed Model

S S

Microsoft Graph

phLrr

-Your data -

emails, files, meetings, chats,
calendars,and contacts

Microsoft 365 Apps

.g*t"@ Microsoft 365 Copilot

Large Language
& um Model

... & S ©

Microsoft Graph

e

-Your data-

emails, files, meetings, chats,
calendars,and contacts




Microsoft 365 Apps

@@@@@ Microsoft 365 Copilot

Microsoft Graph

-Your data -

emails, files, meetings, chats,
calendars,and contacts

Large Language
Model

S ©
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I-'_|'

- m Microsoft




| need to throw a dinner party for 6 people who don't eal nuts or seafood. Can you suggest a 3-course
menu?

" Search the web for: 3 course menu no nuts no seafood

o 5

e web for course menu examples

A possible 3

green be

to and spinach lasagna. T

Bing Chat

t nterirme o

- m Microsoft
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Bing Chat (= &) vs. Bing Chat Enterprise (+=)

Bing Chat Bing Chat Enterprise
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Simplifies the complex with natural
language prompts, easy reporting

> Defending at
machine speed

Catches what others miss with
deeper understanding of events

Addresses talent shortage by
| extending human expertise

Microsoft's Approach to Responsible Al




Meeting the AI moment Meeting the Al moment: advancing the future

through responsible Al
@ AI is built and used Feb 2, 2023 | Erad Smith - Vice Chair & Fresident
responsibly and ethically :

Al advances international
Gz\ competitiveness and
national security

000 Al serves society broadly,
= not narrowly

Why responsible Al?

“When your technology changes
the world, you bear a
responsibility to help address the
world that you have helped
create.”

(O21=2f 7|=0| M= H,
2] 20| F=5l= A=

0j2{ .2 0] £0| 4

E2 MAS ol 8dt= A2 =
280 YELChH

Brad Smith

President and Chief Legal Officer, Microsoft




2016

Satya Nadella's
Slate article

‘o

e

2017

Aether
Committee

established

Microsoft's Responsible Al journey

=
=
==}

2018

Al Principles
adopted

o

mr
2018

Facial Recagnition
Principles adopted

A

2019

Responsible Al
Standard v1

A

2022

Responsible Al
Standard v2

A

b
2023

Meeting the Al
moment

L,

e

g8 Ve

2019 2020
Office of Responsible Al
Responsible Al Strategy in
established Engineering
established

I

A

2021

Responsible Al
Dashboard

Microsoft's Al Principles

000
@
Privacy &
Security

a9 O

Reliability
& Safety

Fairness Inclusiveness

7O\ Transparency




Responsible Al Governance Framework

Auditing

Implementation
Training | Tools | Testing

RAI Policies

. and Standard .
Monitorin Complianc

RAI Principles

Reporting

Executive Leadership

Microsoft Board

Office of Responsible Al
Our ecosystem

12\ vd

Research Policy Engineering

i




Rules:
Responsible Al Standard

Microsoft
Responsible Al
Records P Standard, v2
|:_U our practice of Responsible Al by Design —the GENERAL REQUIREMENTS
proactive ways in which we guide the design, build,

and testing of Al systems. FOR EXTERNAL RELEASE

June 2022

Establishes

ki& a durable framework for the maturing practice of
responsible Al and evolving regulatory requirements.

Reflects

I;u our deeper exploration of what our six Al principles
mean and the steps we must taken to uphold them.

The Anatomy of the Responsible Al Standard

rinciples > Which enduring values guide our responsible Al work?
Goals > What are the outcomes that we need to secure?
Requirements > What are the steps we must take to secure the Goals?

‘ools and Practices > Which aids can help us meet the Requirements?




Microsoft's Responsible Al Tools and Practices

The Standard’s Goals at a Glance

Accountability

AT: Impact Assessment

A2: Oversight of significant
adverse impacts

A3: Fit for purpose

A4: Data governance and
management

A5: Human oversight and
control

PS1: Privacy Standard compliance
PS2: Security Policy compliance

Transparency

T1: System intelligibility for
decision making

T2: Communication to
stakeholders

T3: Disclosure of Al
interaction

Privacy & Security

F1: Quality of service

F2: Allocation of resources
and opportunities

F3: Minimization of

stereotyping,
demeaning, and

erasing outputs

Reliability & Safety

RS1: Reliability and safety
guidance

RS2: Failures and
remediations

RS3: Ongoing monitoring,
feedback, and
evaluation

11: Accessibility Standards compliance




Tools:

Impact Assessment

TOOLS AND PRACTICES
Impact Assessment Template

A Responsible Al Impact Assessment is a process
for understanding the impact an Al system may

have on people, organizations, and society.

In an Impact Assessment you explore an Al

system's intended uses, stakeholders, and harms

that may result from failure and misuse.

Stakeholders, potential benefits, and potential harms

(and wser)

create schedubes marally. This sakehadder
benefits from a simplified task that involves
msking manual zhang
Fecksary and appre

ility i

ehaldir bk that ey st
make 3 ot of manual changes
because of repeated system errors,
they may abandin the system all

Accownlabilly: i 4 lot of i
have negative feedback this
takehalder ruy el

peetuanatily sccountable and

gt resemng
schedules and making manual
changes.

Transparency & Accountabilty - IF
this stakehelder does not have
encugh infarmation abaut nurses
and thair persanal

constraints needs they may net be
abla by make ednrmas changas
ana may be tamptad in ahaays
approve the autcmatically
gentrated schadules

Nurses

Impraves the general feeling of Paimess. Nurses
fea like shatts 3re allocated systematically and
liminates tha fear af Bavauritism when campared
2 3 human-aparated system.

Example Impact Assessment

Fairmess: Unsuitable shifts that da
Pt acznunt far persanal
cirumstances. Fos auample. 3
pasant might not be able to werk
Paght shidts, or Someana might
maad 1o wark more hours for
framcial ressans.

Refiability & rafety: Dur axpart
interviews revealied that rurses are
mare efficient whes wark with

the same team. Separation of
miedical taams could laad to
unihappy. inefficient teams,

Tools:

Impact Assessment template

Project overview

System profile and system
lifecycle stage

System description, purpose
and features

Geographic areas, languages
and deployment mode

Intended uses

Intended uses

Assessment of fitness for
purpose

Stakeholders, potential
benefits & potential harms

Stakeholders for Goal-driven
requirements

Fairness considerations

Technolagy readiness
assessment, task complexity,
role of humans, and
deployment environment
complexity

Adverse impacts
Restricted Uses
Unsupported uses
Known limitations

Potential impact of failure
on stakeholders

Sensitive Uses

Data requirements
Data requirements

Pre-defined data sets

Summary of impact

Potential harms and
preliminary mitigations

Goal applicability

Signing off on the Impact
Assessment




l‘_:‘ Consequential

Impact
Sensitive Uses: 7 Physical or .
A rule-making and oversight process Psychological Injury
@ Threat to

Human Rights

Considerations when using Azure Face Service

The use of Azure Face by or for state or local police in the U.S. is
prohibited by Microsoft policy.

The use of real-time facial recognition technology on mobile
cameras used by law enforcement to attempt to identify
individuals in uncontrolled, "in the wild" environments is
prohibited by Microsoft policy. This includes where police officers
on patrol use body-worn or dash-mounted cameras using facial
recognition technology to attempt to identify individuals present in a
database of suspects or prior inmates. This policy applies globally.




Tools:
Transparency Documents

B Microsoft

The basics of the new Bing
Introduction

i Fuborary 2021, Micrino® Lot She e Bing, an Al srhanced et arch sepasience 1 sppot
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https://aka.ms/ResponsibleAl-NewBing

Characteristics and Limitations

Excerpts from the Connected
Spaces Transparency Note

Microsoft's Transparency Notes are intended to
help you understand how our Al technology
platform services works, the choices system
owners can make that influence system
performance and behaviar, and the importance
of thinking about the whole system, including
the technology, the people, and the
environment.

Tools:
Pioneering responsible Al practices

| A socion rink asevsment sing Counserfit

Collaborative tools to help you create
more effective and responsible human-
Al experiences.

Guidelines for Human-Al Interaction

Cver timn

i

i

b claar
eyt

foert]




Al Governance

Governments are regulating Al

Enacted and proposed Al regulation

I Enacted regulation
Il Proposed regulation




‘. There is growing regulatory
[ attention on Al

A diverse range of perspectives are
needed to help shape regulatory

PUinC POIicy: conversations
Shaping responsible Al regulation

O

Microsoft is working to help share
our responsible Al experience

<o)

Frameworks should be risk based
and outcomes focused

2

Microsoft On the Issues  Our Company News and Stories ~ Topics ~  Cloud Principles Press Tools ~

Governing Al: A Blueprint for the Future.

How do we best govern Al?

Ma i} Brad Smith - Vice Chair & President

“Don't ask what
computers can do, ask
what they should do.”

This post is the foreword written by Brod Smith for Microsoft's report Governing Al; A Blueprint for the Future
The first part of the report details five ways governments should consider policies, lows, and requlations around
Al The second part focuses on Microsoft’s internal commitment to ethical Al showing how the company (s both
operationalizing and building a culture of responsible Al




Technology drives GDP growth, and the pace of change is accelerating

Global GDP and technological revolutions
Real GDP in trillions of 2011 GKS, logarithmic scale

100

1000 1100 1200 1300

~

"

GDP growth multiplier m

per century

sree: Maddison Propect Our

Implement and build upon new government-led Al
safety frameworks

Require effective safety brakes for Al systems that
control critical infrastructure

A five-point

blueprint for based on the technology architecture for Al
governing Al

Develop a broader legal and regulatory framework

Promote transparency and ensure academic and
public access to Al

Pursue new public-private partnerships to use Al as
an effective tool to address the inevitable societal
challenges that come with new technology




Four steps governments can take to secure effective safety
brakes for Al systems controlling critical infrastructure

. Define the class of high-risk Al systems being deployed

o Require system developers to ensure that safety brakes are built by
design into the use of Al systems for the control of infrastructure

o Ensure operators test and monitor high-risk systems to ensure Al
systems that power critical infrastructure remain within human control

o Require Al systems that control operation of designated critical
infrastructure to be deployed only in licensed Al infrastructure

The technology stack for Al foundation models

Software programs where the output of an Al model is
put to work

Applications

APIs (Application Program Interfaces), or endpoints,
through which applications access pre-trained models

API Services

Powerful Pre-Trained Pre-trained models like GPT-4 that can be used to solve
Al Models similar problems without starting from scratch

Machine Learning Software that speeds up the process of developing and
Acceleration Software Cpyin Par e

Al D nter Advanced supercomputing infrastructure, including
atacente clusters of advanced GPUs (Graphics Processing Units)
Infrastructure with high bandwidth network connections




A proposed Al regulatory architecture

' Ensure that the use of Al in the application complies
with all existing and evolving laws and regulations

Applications

API Services

Regulate through pre-release safety and security
requirements, then license deployment for permitted
uses in a licensed Al data center with post-deployment
safety and security monitoring and protection

Powerful Pre-Trained
Al Models

Machine Learning
Acceleration Software

License for training and deployment of powerful Al
models based on security protections, export control
compliance, and safety protocols to ensure human
control over S Sy that m

critical infrastructure

Al Datacenter
Infrastructure

Responsible Al built into Azure Machine Learning

a8 | o

Fairness
Assess fairness and

mitigate fairness issues to
build models for everyone.

%

Causal analysis

Estimate the effect of a
feature on real-world
outcomes.

Explainability

Understand model
predictions by generating
feature importance values
for your model.

A\

Error analysis

Identify dataset cohorts
with high error rates and
visualize error distribution
in your model.

Counterfactuals

Observe feature
perturbations and find
the closest datapoints
with different model
predictions.

s
Responsible Al scorecard

Get a PDF summary

of your Responsible Al
insights to share with
your technical and non-
technical stakeholders to

aid in compliance reviews.

&3

Prompt Flow

Create workflows for
large language-based
applications to simplify
prompt building,
evaluation, and tuning.

U

Azure Content Safety

Detect hate, violent,
sexual, and self-harm
content across languages
in both images and text.




Thank you
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